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Getting started on Bankline:
administrator’s guide

This guide explains how to set up
and use Bankline as an administrator
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1. First steps
1.1 Your role as an administrator

Welcome to Bankline, in this guide you'll find everything you need to get started and set up your profile.

As an administrator, you’ll be responsible for setting up and managing your organisation’s Bankline profile and supporting the
additional users you add. This includes:

* Setting up users and managing what they can do
* Adding and managing accounts on Bankline
* Setting up and overseeing security controls

This guide will help you with all this, and we also recommend joining our free Bankline webinars for administrators which cover:

Managing roles and setting up users

Setting up your Bankline security

We'll support you throughout your time on Bankline, and you'll find all your help options in the help and support section
of this guide.


https://www.business.natwest.com/business/ways-to-bank/bankline/help-and-support/bankline-webinars.html
https://www.business.natwest.com/business/ways-to-bank/bankline/help-and-support/bankline-webinars.html

1.2 What you’ll need to get started

You'll need the following items:

Getting Started Checklist

Email containing your Customer ID and User ID

This will arrive the day you’re added onto Bankline. Your business will have the same
Customer ID for all users but User IDs are specific to each user of Bankline. You’ll use
this to log into Bankline going forward.

Email containing your Activation Code

This will arrive the day you're added onto Bankline. It is 10 digits long and you’ll only
need to use this code once, to get started. You'll have 21 days to use this code before
it expires.
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User Smartcard

This will arrive within 5 working days and will be sent to the administrator who set
you up on Bankline.

This should only be used by the user whose name is on the card. Smartcards are
used tologin, and to authorise payments and certain changes.
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Letter containing your Smartcard PIN

This will arrive within 5 working days and will be sent to your user address on
Bankline. The PIN that comes in the letter is for one use only, and you’ll need to set
your own PIN.

Bankline Smartcard Reader

This will arrive within 5 working days and will be sent to the administrator who set
you up on Bankline.

You can find out how to activate and use your smartcard in our guide at:
www.natwest.com/bankline-card-reader-guide



http://www.natwest.com/bankline-card-reader-guide

1.3 LoggingintoBankline

Logging into Bankline for the first time

Once you ‘ve activated your smartcard you can log into Bankline. Always log in via www.natwest.com/bankline. If you want to
bookmark a page, use this one, not the login screen itself.

Tologinto Bankline for the first time:
You’ll need your Customer ID, User ID, activation code and smartcard.

1. Gotowww.natwest.com/bankline and click ‘Login’
. Enter your Customer ID and User ID and press ‘Continue’

3. You'llbe prompted to enter your 10-digit activation code. (Enter the first five digits in the first box and the last five digits in the
second.)

4. You'llbe asked to scan a QR code with your smartcard reader. When prompted to do this, follow the onscreen instructions. (You
can find support on scanning QR codes in our guide.)

5. You'llbe askedto set a password to use every time you log in, and a personal PIN (only needed for some additional Bankline
services.) Choose something memorable and secure, and keep them secret.

Going forward, you'll log in with your Customer ID, User ID, smartcard and three random characters from your password.
Login support

If you need help or have any questions you can get in touch by clicking the 'Message us' button that appears in Bankline and on
your loginscreen.

Cora, our digital assistant, will be there to help and connect you to the right team.

You can also check out our FAQs while logged in to Bankline, and visit our Bankline support pages.

Remember these points to stay safe when logging in:

1. We’ll NEVER ask for your full PIN and password online (we’ll only ask for certain characters).
2.We’lNEVER ask for your PIN, password or any smartcard codes over the phone (or any part of them).
3.ALWAYS log in from www.natwest.com/bankline; watch out for impostor log in screens

Remember these points to stay safe when making payments:

1. Never rely on just an email to validate a payment. Contact the sender on a trusted number
2. The bank will never telephone asking you to transfer money to a new account
3.If you receive arequest from a supplier to update bank account details, always call back to check it’s genuine.

Tofind out more about how to protect your business, visit our security centre or click 'Message us'.

If you're concerned about security or need to report a fraud you can contact our security team for immediate assistance
on 0345 300 8483.

For Relay UK: 18001 0345 300 8483


http://www.natwest.com/bankline
http://www.natwest.com/bankline
https://www.natwest.com/bankline-card-reader-guide
https://www.business.natwest.com/business/ways-to-bank/bankline/help-and-support.html
https://www.business.natwest.com/business/security.html

2. Setting up Bankline

Getting help and support

As a new administrator to Bankline, you'll start with a blank canvas and need to set up your Bankline profile, including accounts,
users, and what they can access and do. This guide will talk you through how to do this, but we’ve also got a range of other
support options to help you with this too.

We recommend signing up for a Managing Users and Security webinar —this is a great way to get help setting up your profile in
line with your business needs.

You can also chat with Cora, your digital assistant. If you type ‘set me up’in a chat, Cora will help you get set up.

2.1 Dual Administration

Dual administration is a security setting that means that any administrative changes you make (like changing a payment limit
or adding a new user) will need to be approved by a second administrator. As an administrator, you can also choose which
changes are subject to dual administration.

When you registered for Bankline, if you included two people in your organisation, this setting will automatically be switched on.
(If you've only registered with one person, this setting won’t apply.)

For help turning dual administration on and off, and choosing which settings it applies to, visit this page:

Making changes to dual administration settings

You can also find out more about Bankline security settings later in this guide.

2.2 Adding Additional Accounts

Start by checking which accounts are already on your profile. This will help you identify any additional accounts you need to
add to your Bankline profile.

You can check your accounts by clicking ‘Edit account names and confidentiality’ in the ‘Accounts’ menu

How to add new accounts

1. Click ‘Register accounts’in the accounts menu, then ‘Register additional accounts’

2. You'll see a list of accounts for the same organisation as your main account. Select the accounts you want to add to
Bankline then scroll to the bottom of the page and click 'Continue'

3. Check you've selected the right accounts and tick the box to acknowledge that adding accounts may increase your
Bankline monthly fee, then click 'Submit'

Remember, if you have dual administration switched on, you may need a second administrator to approve this.

Once you've added an account, you can make payments from it immediately, and your statement and balance information will be
available the next working day.

If the account you want to add isn’t appearing in the list

Click ‘Register new accounts’ then choose the account type you want to register: 'Sterling' or 'Currency'. Then enter the
account details.

If the account is owned by your company but doesn’t appear in the list, do not tick the Third Party box. Click ‘Continue’, then
‘Confirm’. It will then take 24 hours for the account to be added.

You can also add accounts that aren’t owned by your company. For help with this visit our guide in the FAQ below:

Adding a third party account guide

2.3 Setting up what you and other users can doin Bankline

Auser’s access is determined by what roles they’re given. Roles are made up of a set of ‘privileges’, and each privilege allows a
user to do a specific activity, (eg. make payments, view statements).
As an administrator, you’ll need to assign roles to yourself and other users.

Bankline offers two types of roles: ‘master roles’ and ‘customer roles’.

Master roles are pre-set, generic roles with sets of privileges that cover the most common functions in Bankline that we've
created for you. You can use these master roles, or you can customise them to create specific ‘customer roles’ that suit your
needs. It’s worth noting ‘master roles’ will apply the privileges within them across all your accounts, so if you want to restrict the
ability to perform certain actions to certain accounts, you'll need to create bespoke ‘customer roles’.

Here are some of the most common master roles:

Administrator -
Give this role to someone if you want to create an additional administrator


https://www.natwest.com/business/ways-to-bank/bankline/bankline-faq.html#/path/Administration/Controls-and-settings/1866065542/How-do-I-change-which-actions-need-dual-administration.htm
https://www.natwest.com/business/ways-to-bank/bankline/bankline-faq.html#/path/Administration/Account-Administration/1866066142/How-do-I-register-a-third-party-account.htm

Account operator -
Gives users the ability to manage and register accounts and view statements and balances

Key all payments -
Gives privileges to key, import and edit all types of payments

Authorise all payments
Gives privileges to authorise and check payments of other users; doesn’t allow user to authorise their own payments

Superuser payments

Gives users all payment privileges to key, import and authorise all payment types, including bulk and template payment privileges;
does not allow users to authorise their own international, CHAPS or immediate and next day domestic payments. The role allows
you to see statements and balances and includes all administration privileges

Because this role allows users to key and approve certain payments, you should assign it with caution.

You can find a full list of the master roles you can use, and descriptions of what each role covers on this page:
Master roles

Customising a master role

You can use master roles exactly as they are, or tailor them for users, which will be quicker than creating a new role from
scratch.

You can adapt an existing master role and then save it as a new role (for example, where you require all the functions of the
master role but want to restrict the accounts assigned it’ assigned to).

How to customise a master role:

1. Click 'Admin’'then‘Manage roles’to bring up alist of all the roles on your profile
2. Click onthe name of the master role you want to customise

3. You'llnow see the privileges assigned to this role. These are grouped by category. To create a new role from this master role,
enter a new role name and description in the boxes at the top of the page

4. Checkoruncheck the boxes next to the privileges to customise the role to your needs

5. Todisplay privileges from other categories, use the drop down menu in the lower panel. First select the category, then click
‘Save & Go’to see the list of privilege

6.  Whenyou'vefinished, click ‘Continue’
Choose which accounts you want to link to the new role, then click ‘Continue’
8. Checkthe details on the confirmation page and click ‘Confirm changes’
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How to create a role from scratch
1. Click 'Admin'then select ‘Manage roles’

2. Click‘Createrole’at the bottom of the page

3. Enter aname and description for the new role

4. Selectthe privileges you want toinclude. To display privileges from other categories, use the drop-down menu towards the
bottom of the page. Select the category, then click ‘Save & Go’

5. Whenyou've finished adding privileges click ‘Continue’

6. If you'veselected any privileges that need to be linked to accounts, you’ll be asked to choose which accounts you want to assign
tothe role. When you have chosen the accounts, click ‘Continue’

7. Checkthe details on the confirmation page and click ‘Confirm new role’

Assigning roles to users

Before you and another user can start doing things like making payments and viewing accounts, you’ll need to assign the roles to
the appropriate users.

How to assign roles to users:

1. Click 'Admin'then ‘Manage users’

Select the User ID of the person you want to assign role(s) to
Select ‘Edit roles/Smartcard’ at the bottom of the page

Select the roles youd like to assign to the user and click ‘Continue’

Check the details on the confirmation page and click ‘Confirm changes’. You might be asked to use your smartcard to
confirmthe changes. If so, click ‘Smartcard authorisation’ from the admin menu
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Once you've assigned roles to users, including yourself, you’ll see additional options in your Bankline menu. Depending on what
you've assigned, you'll see options like ‘Payments’ and ‘Accounts’.


https://www.natwest.com/business/ways-to-bank/bankline/bankline-faq.html#/path/Administration/Roles-and-users/1866069252/What-are-the-different-master-roles.htm

2.4 Creating additional users

To add new users to Bankline:

1. Fromthe admin menu, select ‘Manage users’

2. Click‘Create user’toward the bottom of the page

3. Enterthe new user’s details. This includes creating a User ID they’ll use to log in, and a payment authorisation limit, if required.
Once done, click ‘Continue’

4. Selectthe role you'd like to assign to the user and click ‘Continue’

Select the appropriate address to send their smartcard to and click ‘Continue’

6. Checkthe details on the confirmation page and click ‘Confirm new user’. You might be asked to use your smartcard to confirm.
If so, click ‘Smartcard authorisation’ from the admin menu
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You'll need to give the new user their Customer ID (the same as yours) and User ID (which you just created). We’ll send them an email
with their activation code.

Before they canlogin, they’ll also need their smartcard and reader. We’ll send their smartcard and reader to you, and the PIN we’ll
post directly to the user. It takes up to 5 working days for these to arrive.

We have a separate help guide for new users, which covers logging in for the first time and using Bankline. Here’s the guide to direct
them to: Bankline user guide.

3. Setting up your Bankline Security

In Bankline there’s a range of security settings you can customise to suit your business.

In this section we’ll take you through the key security settings, but a great way to find out more and see what works best for you is to
join one of our free Bankline security webinars.

You can also find out more about Bankline security options in our security centre.

3.1 Dual authorisation and payment limits

Payment limits give you extra control of your outgoings and help protect your profile from fraud and misuse. As they’re
customisable, you can set them at the right level for your business and change them over time.

Dual authorisation is a setting that gives you additional control over the payments you make. With Dual authorisation, two different
users will be needed to authorise any payment above a certain amount that you set. The dual authorisation limit is set to ‘no limit’ by
default. However, by setting a limit it will ensure those payments need two authorisers.

To add a dual authorisation limit:

1. Select‘Manage payment limits’, from the admin menu

2. Selectthe heading of the box, ‘Manage your payment limits’

3. Tickthe box nextto‘Dual authorisation threshold’, then enter the amount you want and click ‘Confirm’. (If you want all
payments to be dual approved, enter ‘0.00’in this field.)

4. Select‘Update’
5. You'llneed to authorise this with your smartcard. You can do this under ‘Smartcard authorisation’in the ‘Administration’ menu

The other payment limits you can set include:
* Agross daily payment limit
* Amaximum payment amount
Tofind out more about these and how to set them, visit this page.

3.2 Dual Control for templates and bulk lists

When Dual control is switched on, templates created or edited by a user will need to be double checked and approved by a second
user.

Dual control is automatically switched on. We recommend you leave it in place, but you can turn it on or off at any time.
Here’s how you switch it on/off:

Select ‘Payment preferences’from the admin menu

Select thetitle of the box, ‘Manage your payment preferences’

Under the subheading ‘Bank set payments’ you’ll see “Templates dual controlled’

Select “Yes’ or ‘No’ to turn dual control on or off

Select ‘Confirm’, check your changes then ‘Update’

You'llthen need to approve this with your smartcard and reader
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The change will apply to all newly created or edited templates


https://www.business.natwest.com/content/dam/natwest_com/Business_and_Content/PDFs/Bankline/nw-getting-started-additional-user-guide.pdf
https://www.business.natwest.com/business/ways-to-bank/bankline/help-and-support/bankline-webinars.html
https://www.natwest.com/business/ways-to-bank/bankline/help-and-support.html#banklinesecurity
https://www.natwest.com/business/ways-to-bank/bankline/bankline-faq.html#/path/Administration/Controls-and-settings/1866065652/How-do-I-set-or-change-a-payment-limit-for-my-organisation.htm

3.3 Controls forinternational payments

By default, the number of countries you can make international payments toiis limited. If you're making international payments
in Bankline, you’ll need to add the countries you want to send to. We recommend just adding the countries you know you'll be
sending payments to.

Here are the steps to add countries:

Select ‘Payment preferences’ from the admin menu

Select the title of the box, ‘Manage your payment preferences’

Under the ‘Destination countries’ heading, select ‘View or amend destination countries’

Select the countries you want to allow users to send payments to

Scroll down to the bottom of the page and select ‘Continue’

You'll be returned to payment preferences, scroll down and select ‘Confirm’

Review your amendments and select ‘Update’

The change will need to be approved using your smartcard and card reader, select ‘authenticating the action with your

smartcard’

9. Tickthe ‘Change payment preferences’ and then ‘Authorise selected’. Follow the onscreen steps using your smartcard and
reader. Once authorised, the country will appear in your drop-down list when making an international payment
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3.4 Antivirus software for Bankline customers
As a Bankline customer, we can offer you one free license of the security software, Heimdal Threat Prevention, Patch & Asset
Management.

Heimdal Threat Prevention provides extra protection from financial malware, ransomware and other cyberattacks, and will
work with your existing antivirus software.

One license covers up to 10 devices. If you choose to install on more than 10, fees will apply.
You can find out more and download Heimdal Threat Prevention here:
Get Heimdal Threat Prevention

4. Helpandsupport

4.1 Stayingsafein Bankline

Remember these points to stay safe when logging in:

1.  We'lINEVER ask for your full password online (we’ll only ask for certain characters).

2.  We'lINEVER ask for your password or any smartcard codes over the phone (or any part of them).
3. ALWAYS login from www.natwest.com/bankline; watch out for impostor log in screens

Remember these points to stay safe when making payments:

1. Neverrely onjust an email to validate a payment. Contact the sender on a trusted number

2. Thebank will never telephone asking you to transfer money to a new account

3. Ifyoureceive arequest from a supplier to update bank account details, always call back to check it’s genuine.

To find out more about how to protect your business, visit our security centre. You can also find guidance and resources for business
at the National Cyber Security Centre.

If you're concerned about security or need to report a fraud you can contact our security team forimmediate assistance on 0345
3008483.

For Relay UK: 18001 0345 300 8483



https://heimdalsecurity.com/rbs-nw/register?
https://www.business.natwest.com/business/security.html#bankline
https://www.ncsc.gov.uk/

4.2 Where to go for support

Our FAQs are a great place to look for answers to Bankline questions. You can access them when logged into Bankline or via our

FAQ webpages.

Some commonly asked questions:

How do | view my Bankline charges?

How do | order a replacement smartcard?
How do | reset my password?

Where can | find my BIC/SWIFT code?

Help with payments, accounts and balances

Payment questions and answers
Account and balance queries

You can get help anytime by clicking the ‘Message us’ button that pops up in your Bankline session and on our webpages.

Webinars
You can learn from our Bankline experts in these free, interactive online sessions:

* Getting started and managing users (30-45 mins)
* Bankline security (30-45 mins)

* Making payments (60 mins)

* Accounts & Account Servicing (45-60 mins)

Book a webinar

Bankline blog
Find updates, tips and stories to help you get the most out of Bankline in our Bankline blog.

This document has been prepared by National Westminster Bank Plc or an affiliated entity (“NatWest”) exclusively for internal consideration by the recipient (the “Recipient”
or “you”) for information purposes only. This document is incomplete without reference to, and should be viewed solely in conjunction with, any oral briefing provided by
NatWest. NatWest and its affiliates, connected companies, employees or clients may have an interest in financial instruments of the type described in this document and/or
inrelated financial instruments. Such interests may include dealing in, trading, holding or acting as market-maker in such instruments and may include providing banking,
credit and other financial services to any company or issuer of securities or financial instruments referred to herein. NatWest is not and shall not be obliged to update or
correct any information contained in this document. This document is provided for discussion purposes only and its content should not be treated as advice of any kind.

This document does not constitute an offer or invitation to enter into any engagement or transaction or an offer or invitation for the sale, purchase, exchange or transfer of
any securities or a recommendation to enter into any transaction, and is not intended to form the basis of any investment decision. This material does not take into account
the particular investment objectives, financial conditions, or needs of individual clients. NatWest will not act and has not acted as your legal, tax, regulatory, accounting or
investment adviser; nor does NatWest owe any fiduciary duties to you in connection with this, and/or any related transaction and no reliance may be placed on NatWest

for investment advice or recommendations of any sort. Neither this document nor our analyses are, nor purport to be, appraisals or valuations of the assets, securities or
business(es) of the Recipient or any transaction counterparty. NatWest makes no representation, warranty, undertaking or assurance of any kind (express or implied) with
respect tothe adequacy, accuracy, completeness or reasonableness of this document, and disclaims all liability for any use you, your dffiliates, connected companies,
employees, or your advisers make of it. Any views expressed in this document (including statements or forecasts) constitute the judgment of NatWest as of the date given
and are subject to change without notice. NatWest does not undertake to update this document or determine the accuracy or reasonableness of information or assumptions

contained herein. NatWest accepts no liability whatsoever for any direct, indirect or consequential losses (in contract, tort or otherwise) arising from the use of this material or
reliance on the information contained herein. However, this shall not restrict, exclude or limit any duty or liability to any person under any applicable laws or regulations of any

jurisdiction which may not be lawfully disclaimed. The information in this document is confidential and proprietary to NatWest and is intended for use only by you and should
not be reproduced, distributed or disclosed (in whole or in part) to any other person without our prior written consent.

National Westminster Bank Plc. Registered in England & Wales No. 929027. Registered Office: 250 Bishopsgate, London EC2M 4AA. National Westminster Bank Plc is
authorised by the Prudential Regulation Authority, and regulated by the Financial Conduct Authority and the Prudential Regulation Authority.
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https://www.business.natwest.com/business/ways-to-bank/bankline.html#blog
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https://www.natwest.com/business/ways-to-bank/bankline/bankline-faq.html#/path/Accounts/Balances-Statements/
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